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Implementation of smart security CCTV system based on wireless sensor networks and
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Abstract: The conventional object tracking techniques using PTZ camera detects object movements by analyz-
ing acquired image. However, this technique requires expensive hardware devices to perform a complex image
processing. And it is occasionally hard to detect object movements, if an acquired image is low quality or
image acquisition is impossible. In this paper, we proposes a smart security CCTV system applying to wire-
less sensor network technique based on IEEE 802.15.4 standard to overcome the problems of conventional ob-
ject tracking technique, which enables to track suspicious objects by detecting object movements and GPS da-
ta in sensor node. This system enables an efficient control of PTZ camera to observe a wide area, decreasing
image processing complexity. Also, wireless sensor network is implemented using mesh networks to increase
the efficiency of installing sensor node.
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DATA INDICATION BEGIN

IF RECV_BEACON.RSSI < RSSI_THRESHOLD
IF 1S_NO_REG_SUB_ROUTE

DATA INDICATION END

REGISTER SUB_ROUTE

IF RECV_BEACON.HOP_CNT < REG_BEACON.HOP_CNT OR NO_REG_MAIN_ROUTE
REGISTER NEW MAIN_ROUTE

SUB_ROUTE = MAIN_ROUTE
REGISTER NEW MAIN_ROUTE

ENDIF
ELSE
IF IS_.NO_REG_MAIN_ROUTE
ELSE
ENDIF
ENDIF
ENDIF

Figure 7: Pseudo-code about generation of routing information
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DATA INDICATION BEGIN

ELSE

ENDIF
DATA INDICATION END

IF  RECV_BEACON_MSG.NET_SEQ == LAST_BEACON_MSG.NET_SEQ
DISABLE RETRANSMISSION FLAG;

LAST BEACON_MSG.NET SEQ = RECV_BEACON_MSG.NET_SEQ
ENABLE RETRANSMISSION FLAG;

Figure 8: Pseudo-code about avoidance of beacon re-transmission
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Figure 12: Smart CCTV module

Table 1: Function features of smart CCTV module

Feature

Video Input : HD-SDI
* Video Resolution :
1280x720@60fps
1920x1080@30fps
Video Encoding, Store Format :
H.264 High Profile
* Video Trans. Format :

MPEG4 AVC
» Storage :
HDD or SSD (SATA2)
H.264 RTSP/RTP
* RTP : UDP Multicast
* RTSP : TCP Unicast
PTZ control by Sensor node
* Pelco-D, Samsung-T Protocol
RS-485 Interface
Time-stamp
IEEE 802.11g/n
Infrastructure AP
IEEE 802.15.4
Firmware update
ETC » UDP File Transmission
* GPS

Video
Capture
and Store

Real-time
Streaming

PTZ
Control

Search

Wireless
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Table 2: Specification of sensor node

Specification
Temperature, Humidity,
Sensor .
Acceleration, GPS, Battery
State Tri-Color LED
Mode Data Logging, Diagnosis, Setup
Memory External(SD), Internal
Frequency 2.45GHz
Distance Indoor 30m, Outdoor 150m
Wireless IEEE 802.15.4
Power 3.5V (A sizex2)
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