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Abstract: This study explores the implementation of Extended Reality (XR) technology, which encompasses virtual, augmented, and 

mixed reality elements, in the shipbuilding industry to provide immersive and interactive experiences. The XR technology has shown 

great potential in the shipbuilding industry, offering benefits such as design visualization, virtual prototyping, and training simulations. 

This study analyzes the legal issues surrounding using XR technology in the industry from both device and software perspectives. It 

examines the implications of the relevant laws, identifies legal challenges, and proposes areas for further research, including intellectual 

property rights, software distribution, user management, and policy development. 
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1. Introduction 
Extended Reality (XR) is a comprehensive term that encom-

passes various technologies that merge the physical and digital 

worlds to create immersive and interactive experiences. Virtual 

Reality (VR) completely replaces users’ sensory perception, al-

lowing them to immerse themselves in digital environments. 

Augmented Reality (AR) enhances the real-world experience by 

adding digital information and virtual objects to the environment. 

Mixed Reality (MR) provides an experience where users can in-

teract with virtual objects while perceiving the real world. XR 

combines the VR, AR, and MR elements to provide users with a 

more comprehensive and engaging sensory experience. The es-

sence of XR lies in going beyond traditional computer interfaces 

to immerse users in simulated environments and enhance their 

perception of the real world. By leveraging the XR technology, 

users can interact more intuitively and immersively with digital 

content, objects, and information. 

The Korean shipbuilding industry has a long history of utiliz-

ing innovative technologies to improve the efficiency and safety 

of its shipbuilding processes. From the development of 

CAD/CAM systems in the 1970s to the utilization of robotics and 

automation in modern shipyards, the industry has continuously 

embraced new technologies to streamline operations and enhance 

product quality. In recent years, the XR technology has emerged 

as a promising tool for shipbuilding companies. XR technology 

can be used in shipbuilding for various purposes, including de-

sign visualization, virtual prototyping, and training simulations. 

Seok and Hur conducted a study on practical training for ship 

engine repair using VR [1]. Seo et al. demonstrated that shipyards 

have created virtual environments using XR technology, allow-

ing designers and engineers to visualize ship designs in 3D and 

make real-time modifications. This enables the identification of 

potential issues in the early stages of the design process, thereby 

leading to improved accuracy and efficiency in ship design. XR 

technology can also be used for training [2]. Reed and Dunaway 

demonstrated the creation of immersive training simulations in a 

safe and controlled environment where shipyard workers could 

perform complex tasks [3]. This can help reduce the risk of acci-

dents and enhance workers’ proficiency and confidence. 

Barfield et al. and Wassom raised new issues related to safety 

and liability despite the numerous potential benefits offered by 

the XR technology [4][5]. Bevilacqua et al. indicated that XR 

technology can pose safety risks to users, such as motion sick-

ness, accidents, injuries, and vision problems. If XR technology 

is defective or causes harm to users, manufacturers can be held 

liable under product liability laws [6]. Turdialiev also highlighted 

† Corresponding Author (ORCID: http://orcid.org/0000-0003-0892-2870): Senior Researcher, Marine Leisure & Safety Center, Research Institute of 
Medium & Small Shipbuilding, 38-6, Noksansandan 232-ro, Gangseo-gu, Busan 46757, Korea, E-mail: jwjang@rims.re.kr, Tel: +82-51-974-5586 

1 Senior Researcher, Marine Leisure & Safety Center, Research Institute of Medium & Small Shipbuilding, E-mail: dhyoun@rims.re.kr, Tel: +82-
51-974-5569 

https://crossmark.crossref.org/dialog/?doi=10.5916/jamet.2023.47.5.267&domain=https://e-jamet.org/&uri_scheme=http:&cm_version=v1.5


DongHyup Younㆍ JaeWook Jang 

Journal of Advanced Marine Engineering and Technology, Vol. 47, No. 5, 2023. 10       268 

the intellectual property issues related to creating and distributing 

XR-related content, including copyrights, trademarks, and patent 

rights. Furthermore, privacy and data protection concerns may 

arise because XR devices and applications collect and process 

user data [7]. Qamar, Anwar, and Afzal suggested the introduction 

of new regulatory requirements and certification procedures may 

need to be introduced [8]. 

This study examines the legal factors that would arise when 

XR technology is introduced into the shipbuilding industry. It in-

vestigates safety concerns, intellectual property rights, personal 

information and data protection, and regulations and certifica-

tions from the perspectives of devices and software. By analyz-

ing the legal issues and implications of the relevant laws, this 

study seeks to provide appropriate response strategies and guide-

lines for implementing XR technology in the shipbuilding indus-

try. 

2. Application Approaches of XR Technology
in the Shipbuilding Industry 

2.1 Legal definition 
Currently, it is difficult to find specific regulations dedicated 

to VR, AR, and MR in South Korea, and there is no legal defini-

tion that specifically addresses VR/AR/MR. According to this, 

there is a need to establish a comprehensive and independent le-

gal concept of virtual reality to define and pursue policies. Khan 

provided the first active definition of VR/AR from a normative 

perspective. The definitions of VR, AR, MR, and HMD (Head 

Mounted Display) reflect the current general understanding [9]. 

However, distinguishing between them becomes challenging as 

the boundaries between VR, AR, and MR become increasingly 

blurred. A schematic of this concept is shown in Figure 1. 

Figure 1: Conceptual diagram of VR, AR, MR, and XR 

2.1.1 Virtual Reality, VR

This technology aims to create a virtual, fictional environment 

or situation that closely resembles reality and allows users to per-

ceive and interact with visual, auditory, tactile, and other sensa-

tions as if they were in a real environment. 

2.1.2 Augmented Reality, AR 

This technology combines virtual visuals or meaningful infor-

mation with reality to enhance the user experience. 

2.1.3 Mixed Reality, MR 

It is a technology that combines the real and virtual worlds, 

adding virtual information to the real environment or adding real-

world information to the virtual environment, allowing users to 

interact with it. 

2.1.4 Extended Reality, XR 

It combines real and virtual worlds to provide new experi-

ences. XR is an umbrella term that encompasses Virtual Reality 

(VR), Augmented Reality (AR), and Mixed Reality (MR). 

2.2 Applications of XR in the Shipbuilding Industry 
According to the Industrial Accident Compensation Insurance 

Act, the shipbuilding industry falls under the shipbuilding and 

repair industry. It is much larger in scale and more complex than 

general buildings and involves assembling numerous members 

and equipment to create a single movable product. 

The shipbuilding industry manufactures ships and marine 

structures. First, as a large-scale industry, shipbuilding requires 

facilities and equipment at a significant scale, including large 

cranes and other massive infrastructure. This necessitates highly 

specialized manufacturing facilities and technologies in the ship-

building industry. Second, the shipbuilding industry demands 

continuous technological innovation to satisfy requirements such 

as safety, improved vessel speed, and environmental friendliness. 

Creative technologies and innovations are required in various 

fields including ship design, automation systems, and marine en-

gineering. Third, the shipbuilding industry requires advanced 

production systems to maximize productivity and efficiency. The 

production process can be optimized by utilizing CAD/CAM 

systems, robotics, and automated production facilities while en-

hancing production capabilities. 

Applications of XR in the shipbuilding industry can be classi-

fied into manufacturing, distribution, and content. Manufacturing 

applications include design and simulation using virtual reality, 

maintenance and repair operations using mixed reality, sensor fu-

sion technology that integrates real sensor data with virtual ob-

jects, and 3D modeling and visualization techniques. From the 

distribution perspective, there are activities, such as product de-

sign and demonstration using virtual reality, product 
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visualization and interaction using augmented reality, establish-

ing virtual stores and e-commerce platforms, and developing 

platforms for virtual experiences and demonstrations. Regarding 

immersive content, 3D simulations, and experiences use virtual 

and augmented reality; interactive experiences use augmented re-

ality; and immersive experiences use high-quality videos, audio, 

and haptic technologies for sensory feedback. Various legal is-

sues can be identified by considering these aspects collectively. 

3. Legal Issues regarding the Integration of XR

Technology into the Shipbuilding Industry

3.1 General issue 
Critical legal issues must be considered when integrating XR 

technology into the shipbuilding industry. 

First, compliance with safety regulations within shipyards is 

critical to ensure the safe use of XR technology. XR technology 

can affect worker safety and may be related to the working envi-

ronment and the use of safety equipment. This may require meet-

ing certification, verification, and compliance requirements. 

Second, the collection and processing of users’ personal infor-

mation may occur while using XR technology. This includes ob-

taining user consent, implementing data collection and protection 

policies, and ensuring data security. 

Third, intellectual property issues such as copyrights, trade-

marks, and patents may arise when developing or using new XR 

content. These legal considerations can be categorized from both 

hardware and software perspectives, with safety regulations fall-

ing under the hardware perspective and personal data protection 

and intellectual property rights falling under the software per-

spective. 

Figure 2: Device-related laws 

3.2 From a Device Perspective 
The term “device” refers to mechanical or electronic devices 

that can be encountered from both the manufacturing and distri-

bution/sales perspectives for those involved in selling devices. 

However, if public platforms (e.g., Android and iOS) are used, as 

long as they do not violate the platform market, there are no sanc-

tions on the device side. The relevant laws are shown in Figure 

2. 

3.2.1 Legal issue 

The “Radio Waves Act” aims to promote the efficient and safe 

use and management of radio waves and the development of 

technologies related to radio waves, thereby contributing to the 

advancement of radio wave-related fields and public welfare 

[10]. In terms of quality certification, there are concerns about 

devices that may cause harm to the radio wave environment or 

that may be susceptible to interference from electromagnetic 

waves. This is referred to as a suitability evaluation for broad-

casting and communication equipment. Devices that have ob-

tained radio wave certification are relatively safe from the influ-

ence of surrounding electromagnetic waves, meet the output 

power and frequency criteria, and operate stably. On the other 

hand, uncertified devices may react sensitively to surrounding 

electromagnetic waves or have excessively high output power or 

frequencies that encroach upon adjacent unauthorized bands. 

The “Electrical Appliances and Consumer Products Safety 

Control Act” aims to regulate the management of safety related 

to electrical appliances and consumer products to protect citizens' 

lives, bodies, and property and promote the interests and safety 

of consumers [11]. Accidents caused by improper design, manu-

facturing, use, and management pose serious issues; therefore, 

the law encompasses various provisions. Compliance with spe-

cific safety standards and specifications is required, and compa-

nies must evaluate and test the safety of their products to obtain 

safety certification. The manufacturer, model name, manufactur-

ing date, and safety certification mark must be included, and re-

calls must be conducted if any issues arise with the product. 

“Product Liability Act” is a law that governs the legal liability 

of manufacturers for damages caused by the products they have 

manufactured [12]. This law aims to protect consumers and en-

sure product safety by holding manufacturers accountable for 

maintaining the quality and safety of their products and prevent-

ing harm. The Product Liability Act includes key provisions re-

lated to manufacturers’ liabilities, product defects, and consumer 

rights. Manufacturers are legally responsible for their products, 

including all design stages, manufacturing, sales, and supply. 
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They are required to ensure the safety and quality of their prod-

ucts and minimize the risks to consumers' lives, bodies, and prop-

erty. Manufacturers are held liable for damages caused to con-

sumers owing to product defects. They are expected to minimize 

their weaknesses through proper design, manufacturing, testing, 

and quality control processes. If a defect is discovered, manufac-

turers must take appropriate measures to rectify it and prevent 

consumer harm. The Product Liability Act protects consumer 

rights. Consumers can report the damage caused by product de-

fects and seek manufacturer compensation. They have rights over 

the manufacturer's liabilities and procedures for claiming com-

pensation. Under the Product Liability Act, manufacturers are re-

sponsible for consumer protection and safety. This ensures that 

consumers affected by product-related damages receive pay-

ments and establishes legal regulations to foster a fair market en-

vironment and ensure safe product availability. 

KC (Korea Certification) is a certification process in Korea 

that ensures that certain products, such as electronic and infor-

mation communication devices, broadcasting and communica-

tion devices, and others, comply with relevant regulations for 

safe use [13]. It aims to fulfill the requirements of the Radio 

Waves Act by ensuring compliance with radio frequency stand-

ards and preventing interference. Additionally, the Electrical Ap-

pliances and Consumer Products Safety Act prohibits the manu-

facturing, importing, and selling electrical and consumer prod-

ucts without KC certification. Obtaining KC certification for 

their products allows manufacturers to ensure compliance with 

safety standards and facilitates adherence to the Product Liability 

Act. This signifies that the products have undergone testing and 

evaluation to meet the specified safety requirements, thus con-

tributing to consumer protection and promoting the safe use of 

such products in the Korean market. Manufacturers demonstrate 

their commitment to producing safe and reliable products that 

comply with Korean safety regulations by obtaining KC certifi-

cations. This ensures that consumer products meet the necessary 

safety standards and requirements. Additionally, KC certification 

simplifies the process by which manufacturers fulfill their legal 

obligations under the Product Liability Act, as they can demon-

strate compliance with safety regulations through certification. 

3.2.2 Issues in the Shipbuilding Industry from the device point of 

view 

A wide array of equipment is utilized in shipyards, leading to 

numerous radio wave-related issues. Unlike specific industries, 

such as aviation and space, shipyards do not offer an environment 

where radio waves can be easily segregated and allocated within 

confined spaces. Consequently, challenges arise concerning the 

provision and utilization of frequency bands for individual pieces 

of equipment. Introducing XR devices in this context necessitates 

strict adherence to the regulations outlined in the Radio Act, in-

cluding the acquisition of the requisite certifications and permits. 

One option is to obtain KC, which assumes responsibility for the 

manufactured products and ensures their safety. 

However, a notable challenge arises owing to the absence of 

an explicit definition of XR devices in Annex 5 of the Enforce-

ment Rules of the Electrical Appliances and Consumer Products 

Safety Act. As a result, XR devices may fall under categories 

similar to those listed under “Information, Communication, and 

Office Equipment” in items subject to the Supplier's Declaration 

of Conformity (Article 3, Paragraphs 5 and 6, and related provi-

sions). Manufacturers and importers of XR devices can apply for 

certification and undergo product evaluation and testing through 

designated government-certified bodies. This might lead to ex-

cessive testing requirements, prompting the inclusion of XR de-

vice-specific categories in Annex 5, contingent on market viabil-

ity. Therefore, XR devices used in shipyards are additionally in 

the area of special equipment, and if a legal basis is established 

to use other frequency bands, XR equipment that can only be 

used in shipyards is created. 

Additionally, when using XR devices within a shipyard, they 

should not be available to anyone, even if the aforementioned le-

gal issues are resolved and introduced. The shipbuilding industry 

is inherently susceptible to severe accidents [14]. Therefore, new 

regulations mandating mandatory training for employees who 

wish to use XR equipment must be established. 

Figure 3: Software-related laws and rule 

3.3 From a Software Perspective 
“Software” refers to the platform (e.g., Android, iOS, etc.) 

built and installed on the device. These must satisfy the require-

ments of each platform provider. However, because the laws vary 
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in each country and platform providers are multinational corpo-

rations, the laws of each country take precedence, and compli-

ance with these laws allows for registration. The relevant laws 

and rules are shown in Figure 3. 

3.3.1 Legal Issue 

The Act on Consumer Protection in Electronic Commerce ap-

plies to e-commerce and other related fields, including software 

embedded in XR devices, to strengthen user rights and protect 

consumers [15]. This law clearly defines the responsibility for 

the safety of XR software, implying that the software must be 

designed without inappropriate functions or defects that could 

harm user security. Legal obligations may be imposed if these 

requirements are not satisfied. Additionally, this law protects us-

ers' personal information collected and processed using XR soft-

ware. XR software often collects sensitive data, such as user 

movements, voice, and gaze, which must be adequately protected 

and used. Legal requirements must be met in all data collection 

and processing, with top priority given to user privacy. Software 

sellers must provide accurate and precise information about a 

product's functions, usage conditions, license terms, price, etc. 

This information is crucial for consumers in making informed 

decisions when purchasing and using a product. The provision of 

incorrect information that may mislead consumers is prohibited. 

Strong measures against illegal software usage and infringement 

are important. This includes preventing illegal copying, hacking, 

malware, and other threats to software, as well as responding ap-

propriately when such threats occur. By doing so, XR software 

providers can establish a fair and secure trading environment, en-

suring consumers receive trusted products and services. 

“Act on Promotion of Information and Communications Net-

work Utilization and Information Protection” (commonly re-

ferred to as the “Information and Communications Network Act” 

or “ICNA”) plays a significant role in the development and op-

eration of Extended Reality (XR) software [16]. Personal infor-

mation protection is a critical consideration in XR software, as it 

often involves collecting sensitive data such as user location, 

movements, and gaze. This law requires that such information be 

securely handled and not shared without user consent and that 

software developers find ways to meet these legal requirements. 

The XR software often provides users with various forms of con-

tent, which makes online content management an important con-

sideration. Adequate content filtering and monitoring systems are 

necessary to prevent illegal content distribution and provide us-

ers with a safe and wholly XR environment. Data protection and 

security are also integral to XR software, ensuring the safety of 

user data through security protocols and encryption technologies 

and ensuring that information transmission through XR software 

is protected. Finally, because the XR software is often used for 

online transactions, it must provide accurate and transparent 

transaction information, guarantee user rights, and take appropri-

ate measures for consumer protection. 

The “Act on the Protection and Use of Location Information” 

is a necessary legal consideration for developing and operating 

Extended Reality (XR) software [17]. XR software often collects 

and utilizes user location data, which significantly enhances user 

experience. However, these location data are sensitive infor-

mation that can infringe upon an individual's privacy, making it 

important to protect and use them appropriately. This law sets 

standards for collecting, using, and providing location infor-

mation, and provides a robust means to protect personal location 

information. First, XR software developers and service providers 

cannot collect, use, or provide personal location information 

without users' explicit consent. Consent must be obtained in a 

specific manner and is required after a certain period. In addition, 

appropriate security measures must be implemented when col-

lecting or using location information. This prevents the unauthor-

ized access, alteration, destruction, or leakage of location infor-

mation. Users must be notified immediately in the event of a leak, 

theft, or loss of location information. Additionally, XR software 

should respect and protect user privacy while providing services 

based on user location information. Unnecessary location infor-

mation should not be collected or shared without the user's con-

sent, and the user must be able to revoke access rights to location 

information at any time. 

3.3.2 Platform Issue 

“Platform” refers to the environment of hardware or software 

required to run a specific software application. This environment 

includes the operating system, hardware type, and network infra-

structure. Android refers to the underlying technological environ-

ment necessary for developing applications that can run on the 

Android operating system. This platform provides APIs (Appli-

cation Programming Interfaces) that allow developers to imple-

ment specific functionalities, including file system management, 

network access, and graphics rendering. Therefore, a platform 

provides a foundational environment for developers to create 

software and for users to utilize the software. 

When distributing new XR-related software applications on 

platforms, various issues arise, such as store policies, user 
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consent and privacy, content filtering and monitoring, copyright 

protection, and regulations specific to countries and regions. The 

store policies include rules to maintain user privacy and ensure 

content safety. Sensitive aspects, such as personal data pro-

cessing, content policies, payment systems, and advertising pol-

icies, are typically addressed. Apps must not collect or share per-

sonal information without the user’s consent, and distributing vi-

olent, sexual, hammable, or discriminatory content is prohibited. 

Moreover, the reliability of transactions through payment sys-

tems, advertising transparency, and user experience's importance 

are emphasized, and inappropriate or false advertisements must 

not be provided. These policies were designed to prioritize user 

safety and personal data protection. 

3.3.3 Issues in the Shipbuilding Industry from the Software Point 

of View 

Implementing software integrated into XR devices in the ship-

building industry poses distinct challenges, particularly regard-

ing communication and confidentiality between staff, officers, 

and orderers. These exceptional circumstances require rigorous 

security protocols and robust data management practices tailored 

to the industry's specific requirements. 

From a software perspective, it is essential to emphasize the 

prioritization of laws related to information protection and han-

dling of user location information within the shipbuilding sector. 

The unique operational environment of a shipyard, with its spe-

cific communication and data requirements, requires specialized 

considerations. 

Furthermore, adherence to app store policies remains critical, 

underscoring the need to safeguard personal data and content sta-

bility within shipyards. Even if software distribution is confined 

within shipyard boundaries, strict compliance with the security 

protocols stipulated by app stores remains indispensable. These 

protocols are engineered to uphold the application’s integrity and 

safeguard users' personal information, and they must be followed 

diligently, regardless of the distribution scope. 

Security regulations tailored to the shipbuilding industry en-

compass a comprehensive array of prerequisites, including data 

protection, encryption, authentication, secure communication, 

and other critical aspects that traverse the entire app development 

and distribution lifecycle within this specialized domain. Com-

pliance with industry-specific regulations demands a steadfast 

commitment to app security and user privacy protection. 

Compliance with app store regulations does not necessarily 

imply complete legal satisfaction when information and 

communication networks are used in shipyards. The complexity 

of shipyard operations requires a customized approach to legal 

compliance. 

Therefore, in the process of app development and distribution 

within the shipbuilding industry, it is imperative to adhere strictly 

to regulations governing the collection, utilization, storage, pro-

vision, and disposal of personal information within the specific 

confines of shipyard operations. Additionally, implementing ro-

bust encryption and security protocols for safeguarding data 

within an app, specifically tailored to the unique demands of the 

shipbuilding environment, is of paramount importance. 

Moreover, in light of the absence of standardized guidelines 

concerning data collection limitations and the protection of trade 

secrets related to collected videos or data within the shipyard set-

ting, it becomes evident that specific criteria, such as infringe-

ment standards for trade secret violations, must be established 

within the framework of legal regulations pertinent to the ship-

building industry. As data ownership is often governed by con-

tractual arrangements rather than strict rules within shipyards, 

developing guidelines for averting trade secret infringement has 

become increasingly important. These guidelines may encom-

pass the implementation of non-disclosure agreements and the 

cultivation of specialized personnel who are well-versed in secu-

rity practices tailored to the specific needs of the shipbuilding 

sector. 

Hence, there is a requirement to establish and oversee specific 

legal provisions related to business contract performance tailored 

to the advancement of the shipbuilding industry. This legislation 

may have diverse software implications. A bill that safeguards 

the shipbuilding sector should be passed, and if the suggested 

laws are incorporated into the associated laws, it could protect 

trade secrets held by shipyards. 

4. Conclusion
In conclusion, the integration of Reality (XR) technology into 

the shipbuilding industry presents a series of unique legal chal-

lenges that require careful consideration and adaptation. 

First, the complex and diverse array of equipment within ship-

yards raises radio-wave-related issues that require compliance 

with the strict regulations outlined in the Radio Act. The absence 

of a specific definition of XR devices within existing regulations 

adds complexity, potentially leading to excessive testing require-

ments and the need for dedicated XR device categories. Special-

ized legal frameworks may need to be established to address 
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these challenges effectively. 

Secondly, despite resolving legal concerns regarding XR 

equipment in the shipbuilding industry, unrestricted usage should 

be avoided because of the industry's susceptibility to severe ac-

cidents. Therefore, there is a need for new regulations mandating 

the training of employees who intend to use XR equipment. 

Third, the deployment of software integrated with XR devices 

in shipyards presents distinct challenges. Stringent security 

measures tailored to the unique environment of a shipyard are 

essential. Prioritizing laws related to information protection, user 

location information, and adherence to app store policies are crit-

ical. Compliance with industry-specific security regulations en-

compassing data protection and encryption is imperative. Ensur-

ing strict adherence to regulations governing data collection, uti-

lization, and disposal within shipyard operations is essential for 

protecting user privacy. Establishing trade-secret protection and 

confidentiality criteria, particularly within contractual arrange-

ments, has become increasingly important. 

Finally, there is an evident need to enact and manage specific 

laws related to the performance of business contracts tailored to 

the unique needs of the shipbuilding industry. This legal frame-

work provides essential safeguards for the protection of trade se-

crets and the overall advancement of the shipbuilding sector. 

In summary, the successful integration of XR technology into 

shipyards requires a comprehensive understanding of the legal 

challenges and a proactive approach to address these challenges 

effectively. Tailored legal frameworks and regulations are crucial 

for ensuring the compliance, safety, and protection of vital indus-

trial interests. 
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