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Abstract: In the event of an incident on a ship, the crew should respond in accordance with the relevant regulations and guidelines.

The incident response team is formed to respond to fire or flooding situations and approach the damaged area to perform the incident

response operations. From the ship captain’s viewpoint, location recognition of the incident response team is important to decide the

incident response action, such as entering time to the damaged zone, evacuation order, and route control. Thus, as ships become

larger and their internal structure becomes more complex, the commands of incident response using portable radio become limited.

Therefore, a crew location recognition system for onboard incident response combining radio-frequency identification (RFID) and

microelectromechanical systems (MEMS) was considered for application to the existing computerized incident response system or

damage control system (DCS) adopted by large passenger ships and naval vessels.
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1. Introduction

It is well known that the impact of an incident in a ship
spreads very quickly when the initial response fails, and even a
competent crew member has difficulties responding adequately
in emergency situations such as fire and flooding. In the case of
a fire incident, if the firefighting action with personal fire
extinguishing equipment fails at the time when the incident is
recognized, a firefighting team immediately starts operation,
entering the incident site and performing the usual fire
extinguishing operations [1]. Blocking of air ducts and checking
of heat transfer at the border of the entry area, along with
cooling actions, are generally carried out. The toxic smoke and
heat generated during a fire are major factors that hinder the
entry and operation of the firefighting team. Decisions such as
access route to the fire site and timing of the approach for the
firefighting team, closure of the area according with the fire
extinguishing

Conditions, and CO2 fire extinguishing using the fixed fire
main pipe are made by the team leader [2]. Currently, the
firefighting team and the captain of the ship usually use portable

radios to send and receive information about the situation, but the

information delivered by voice in this way is limited, especially
for identifying the location of the firefighting team in real time
and instructing the appropriate actions [3]. In the case of flooding
incidents, it is also necessary to verify the location of the incident
response team, determine the entry and evacuation points of the
incident site, and use the information for setting the entry and
evacuation routes. For this reason, incident response systems
(damage control systems (DCS) or incident response support
systems (IRSS)), the use of which is currently increasing
especially for large passenger ships and naval vessels, tend to
involve a location recognition service of the incident response
team or those under the category of vulnerable users in the ship
(for privacy protection, this is applicable only to those who have
expressed their consent) [4]. In this study, we considered the
movement characteristics of the incident response team, and the
existing location recognition technology, which performs location
recognition with the signal strength of ZigBee [5] has examined.
identification (RFID)

technology, which is advantageous in terms of battery life and

By combining the radio-frequency

cost, and microelectromechanical systems (MEMS) to enable the

location recognition of people passing through the RFID reader,
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further improved system suggested. The usability of the proposed

system was examined through onboard tests.

2. Characteristics of Location Recognition of

Crew Onboard

2.1 Principle of crew location recognition

Most ships are made of steel with watertight doors and
hatches and are composed of multiple layers of decks. This
makes it difficult for radio signals to be transmitted beyond a
single deck or zone [6][7].

For this reason, crew location recognition based on a wireless
terminal inside the ship is generally performed by installing a
reader in a zone unit inside a single deck.

Table 1 presents a specification of RFID tags and readers
considered for location recognition of the incident response
team on a single deck zonal basis. A location recognition system
based on a wireless communication network installed inside a
ship can use terminals such as RFID or ZigBee. However, in
this study, the RFID tag was considered a priority owing to its
relative advantage in terms of power consumption [9]. Among
the RFIDs of various frequency bands, the use of the RFID in
the 900 MHz band, which has low cost and relatively long
recognition distance and is also utilized in automatic toll
collection and logistics management, was first considered. This
is because the distance to the ship's watertight zone (main
vertical zone (MVZ)) is generally over 15 m, and the RFID in
this frequency band can rapidly verify the location of incident
response team through the door of the watertight zone or the
hatch between decks without missing reliability. The location
recognition for each zone focuses on recognizing the crew
movement in the watertight zone and deck units using RFID
tags. The data identified with the RFID tag is collected through
Ethernet and displayed on the tech plan for incident response.
As for the display of the location recognition, the method of
displaying the deck and zones where the incident response team
is located based on the MAC address of the RFID reader was
adopted.

Table 1: Specifications of RFID tags and readers [8]

RFID Tag
Category Properties Applications
Low frequency band Lowprice Access control
- 125Khe Slow recognition speed Inventory
.134Khz ) recog Management

Intermediate frequency . Medium o low price Access control
band . Excellent recognition rate for Smart card
.1356Mhz non-metallic obstacles Traffic Card
. L . Container
High frequency bend -Highprice (aCUVetype) identification and
.433Mhz . long recognition distance tracking
" . Low price (passive type)
H|gh8freq06 L%ED:S band . long recognitiondistance | Distribution and
’ Mhz low recognition rate against Logistics
(00Mhz) " metal obstacles
Muicrowave band . long recognition distance
.245Ghz . Fast recognition speed Toll gate system
RFID reader
Frequency 900Mhz (Integrated antenna)
Interf RS485, R82326§,§l422, TCP/IP,
Response
Card 900Mhz
Operating ~
i 1~15Meter
dProdud 450mm x450mmx 75mm
imension
mrg _ \O O
e— 20°C~80°C
Power supply 5v~16V

For the location recognition of the incident response team,
which is primarily identified in the RFID readers installed in the
watertight zone and deck units, we considered a method using a
MEMS sensor. This method takes into account the situation
where the incident response team moves at the same time along
the shortest path in the course of entering or evacuating the
incident site, and it determines the overall location between
RFID readers by estimating the movement orientation and
displacement of the incident response team based on the 3-axis
acceleration value of the MEMS sensor [10]. However, this type
of MEMS sensor cannot be used for location recognition of a
vulnerable user inside a passenger ship who shows irregular and
repetitive movement characteristics in the zone. For processing
of the location identification data in the zone, a Kalman filter
algorithm is used to process the roll and pitch values of the
MEMS sensor. Table 2 lists the specifications of the MEMS
sensor considered for estimating the location of an incident
response team moving between RFID readers in the unit zone
[11]. In this study, a MEMS sensor in the form of a component
that can be easily embedded in the radio of a crew was first
considered owing to the following reasons: 1) The RFID tag
and MEMS sensor used for the location recognition of the
incident response team must be carried by the moving crew. 2)
It is necessary that it be in charged state in normal days and can

be used for long enough time when it is required. 3) It is
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necessary for the system to be small in size. Table 2 includes
the specifications of the MEMS sensor that can be considered.
In this study, the application of the commercial MEMS
components shown on the right was first considered.

Table 2: Specifications of the considered MEMS

MEMS Sensor
Power 33V 365V
Current - BMATYP.
Communication 12C 12C

3-axi Magnetometer 3-axi Magnetometer
Sensor 3-axi Gyro 3-axi Gyro

3-axi Accelerometer 3-axi Accelerometer
Type PCB Type Component PCB Type Module
Size Component PCB:

dmmx4mmx 1mm 245mmx 185mmx4.5mm
Modkl
Example

2.3 Unit testing of RFID and MEMS sensors

To effectively utilize the location information of the incident
response team during the incident response process, the
information of the RFID tag and the MEMS sensor must be
processed together to display the location information in real
time. Figure 1 shows the Ethernet-based data reception rate of a
900 MHz RFID tag with a maximum recognition distance of 15
m, typically of 1 to 5 m. Using an onboard network, an RFID
reader is installed, and the location data is collected by the
RFID tag.

o

1
/ 900Mhz RF-ID Reader (AD0704)

Serial Data
[ Qutput
'r (R5422/19200bps)
N
900Mhz RF-ID
Passive Tag

Figure 1: 900 MHz RFID test process (up) and results (down)
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RS-232
(5V->3.3)

Figure 2: Block diagram of MEMS system

32Bit ARM Process

Cortex-M4

Figure 2 depicts a block diagram of location identification

based on a MEMS sensor.
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Figure 3: MEMS test procedures (up) and results (down)

‘  Close Con ‘

It consists of a new module that includes a component type
MEMS sensor and performs communication in accordance with
the RS-232 standard while utilizing and converting a 5 V power
supply to 3.3 V. More specifically, the 3-axis acceleration gyro
is measured in the MEMS block, and the display item
conversion is performed in the GLCD in the switch block. The
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JTAG block includes a download debugger, and the Cortex-M4
block receives data from the MEMS and performs gyro,
distance, and algorithm calculations. The GLCD block indicates
the travel distance and gyro. The RS-232 block performs
wireless communication of serial data.

Figure 3 (up) describes the block diagram of Figure 2 from
the perspective of collection and analysis of location
recognition data. The location recognition result using the
MEMS sensor is displayed in ZZZZ * CHECKSUM format, as
shown in Figure 3 (down), where the first “X” is categorized
into “P” for acceleration in the plus-direction and “N” for
acceleration in the minus-direction, and the next “XXXX,”
“YYYY,” and “ZZZZ,” are the numerical display of the

acceleration values.

3. Configuration of Test Module

3.1 Configuration of wireless terminal and reader and
unit test

RFID tags and MEMS sensors must be integrated into a
single terminal to continuously determine the location of the
incident response team moving to the incident site in the deck
and zone units. Therefore, the method of embedding the RFID
tags and MEMS into the radio is a priority in consideration of
portability and usability. The portable radio was assumed to be
carried by the crew members in charge of the safety of each
zone or the incident response team leader. The MEMS sensor
was constructed in such a way that the component type sensor
specified in Table 2 was fabricated with a separate signal
processing part, as depicted in Figure 2, and this was embedded
in the UHF radio used in the ship. Figure 4 shows the radio
with the RFID tag and MEMS sensor embedded for location

recognition of the incident response team.

— "3

13(V)x13(H)x3(T)

e ————— - -

']

| i

: 1

i 1
| : MEMS Sensor : :

| I

A3 ri

-
s i o

RFID Tag
55(H)x27(V)x1.2(D)

Figure 4: MEMS installed and RFID tag attached portable
radio

To verify whether the fabricated wireless terminal can send
information on the incident response team's location recognition
at a level that can be actually used, a test was first conducted
inland. First, the RFID reader was placed and it was tested
whether the RFID tag of the moving crew was recognized and
how reliable the location information provided by the MEMS
sensor was. A four-channel reader for multiple RFID tags was
configured as shown in Figure 5 to prevent the data loss that

would occur with a single-channel reader configuration.

Specification

917 ~9235MHz
Frequency Range 00~ 9o8
Output povver 1Watt or less
Operating voltage 75V+05
Power Consumption 17A0rless
RF Output Port No. 4Ports
Reading Distance Range 3Meter or higher (5.19dBi ANT)
Whiting Distance Range 2Meter or higher (5.19dBi ANT)
1SO18000-6 Type-B
Frotoool EPC Clobel ClessL Gar2
RS232 (DB-9F)
Interface LAN (R}-5)
GPIO (DB-9M)
Operation Temp -10~+50°C
Antenna Extenal

Figure 5: RFID readers (up) and specifications (down)

As a result of the test, the RFID tag performed without
missing recognition during both walking and running, but in the
case of location information using MEMS, an error in the gyro
side occurred, up to 60°, showing a large error. With the
judgment that the radio's 444.1 MHz frequency may have
affected the MEMS sensor, after using a trial and error method,
ground (GND) was added to the MEMS maodule installed in the
radio. In addition, the distance between the MEMS module and
the radio antenna was adjusted to 40 mm or more and the RF
transmission output of the MEMS module was slightly adjusted
from 1 to 0.7 W. As for the data transmission of the MEMS
sensor, at the same time that the MEMS CPU received the data
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request from the UHF modem, the requested data was
transmitted using the USART method via a UHF modem. At
this time, to prevent the data loss due to the RF output noise
occurring during the continuous process and transmission of
data, the data generated for 500 ms during wireless transmission
of the radio was discarded. The data was processed when the
transmission was completed, so that the data loss could be

reduced.

MEMS SENSOR

Figure 6: Example of MEMS data processing algorithm to

| ]
[ ()
4:| olE $4 \u:-l
20
|
|
MEMS CPU
to
UHF MODEM

(USART) |
|

UHF MODEM AR HolE
Output vlllﬂgélll IE{

(USART)

| Min:500ms ]
1 ]

prevent data loss

Figure 6 shows the result of configuring the data processing
algorithm to prevent the loss of MEMS sensor data and the
decrease in reliability due to wireless signals, which helped
secure location recognition information of the incident response

teams moving in a linear direction.

3.3 Inland test on the location recognition function

The location identification module for each zone used four-
channel RFID readers. In 20 tests with two or more overlapping
personnel carrying the radio and passing by, apart from one case
in which the tag was completely obscured by others, all were
recognized, which confirmed a recognition rate over 95%. As
for the location recognition of the crew passing through the area
between the RFID readers, given that the distance of crew
movement was measured by the size of SVM, the test was
conducted with a focus on the location recognition capability
based on MEMS. Figure 7 shows the inland test site configured
to test the movement and measured gyro data using UHF
communication based on the MEMS module with the gyro error
adjusted.

As a result of the test using a portable radio equipped with
the embedded RFID tag and MEMS sensor at a test site
configured in inland, in the case of a pattern moving from A to

B, there was an F point in which the gyro changed and the
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received data at the F point was in the range of 315° + 15°. In
the case of a pattern moving from A to C, there was a G point in
which the gyro changed and the received data at the G point
was in the range of 45° + 15°. In the case of a pattern moving
from A to D, there was an H point in which the gyro changed
and the received data at the H point was in the range of 225° +
15°. In the case of a pattern moving from A to E, there was a K
point in which the gyro changed and the received data at the K
point was in the range of 135° + 15°. Finally, in the case of a
pattern moving from A to A, there were H, J, K, and I points in
which the gyro changed and the received data at these points
were in the range of 225° + 15° for H, 135° + 15° for J, 45° +
15° for K, and 315° + 15° for I.

Figure 7: Inland test facility layout for location recognition

system test

In location identification within a zone, there is a point where
the gyro changes when the actual moving direction changes,
and if these points do not appear, the data processing may
indicate an erroneous false path for the gyro. Location tracking
onboard is calculated with reference to gyro data for
movements based on a structure that is fixed, and thus, the
identification of the point where the gyro changes plays an
important role in the location identification within the zone.
That is, when a crew with a radio moves repeatedly between
RFID readers, it should be considered that the accuracy of

location estimation using a MEMS sensor may decrease.
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Figure 8: Inland basis location recognition system test results

Figure 8 shows the crew heading (HDT) data for a number
of steps as a test result of the location identification module in
the zone of | point of the [A to E], H point of the [Ato D], G
point of the [A to C], and F point of the [A to B]. It was
confirmed that there is data in the range wherein the heading
(HDT) changes at steps 6 and 7. In the case of the [A to A], the
same type of heading (HDT) as a circular motion and that there
was data in the range wherein the heading (HDT) changes in
steps 7 and 8 for the H point, in steps 16 and 17 for the J point,
in steps 26 and 27 for the K point, and in steps 36 and 37 for the
| point.

3.4 Onboard interlink operation test of the incident re-
sponse system

In practice, the RFID reader and UHF module were
fabricated as shown in Figure 9 and attached to a wall near a
door of the ship using a magnet. The location of the moving
crew on the screen of deck plans tested by using the onboard
Ethernet.

Figure 9: Example of installed RFID reader and UHF module
on the ship

ol £ T
L H

» CAPTAIN DECK Access Point: 5EA
Figure 10: Access points installed in decks for onboard crew
location recognition test

The test of crew location recognition was conducted on a ship
with the layout presented in Figure 10. Three access points for
location recognition test were installed on the bridge deck and
five on the captain deck. The location recognition function was
investigated by determining with how much error the crew's
movement through each RFID access point could be detected
between each RFID access point.

As shown in Figure 11, it is verified that the location of the
crew moving in the test zone is detected from the time the RFID
tag is first recognized by a reader to the point of recognition by
the next reader. It is also verified that the data sent from the
MEMS sensor can be displayed on the console screen of the
incident response system. The location of the incident response
team displayed on the deck plan of the user interface screen
from the time when the incident is confirmed to the end of it.

=
z

Figure 11: Example of user interface of onboard incident
response system
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108 o7 R
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Figure 12: Onboard interlink operation test results of the crew
location recognition system and user interface of the onboard

incident response system

Figure 12 shows the location of the moving crew on the user
interface of the incident response system using the Ethernet
network installed onboard.

As for the onboard test, it was impossible to conduct the
necessary repeated tests to confirm a statistically significant
error rate due to the difficulty of sharing the ship's schedule and
communication network. However, it was possible to obtain
similar results to the inland test upon conducting the tests
several times. In the Ethernet environment installed onboard, it
was confirmed that the RFID tag information recognized by the
reader near the door and the location of the incident response
team on the move were displayed on the user interface of the
test incident response system. However, there could be location
recognition errors due to the accumulation of motions in a large
space, not in a passage moving in one direction. Therefore,
additional and repeated tests are thought to be needed to
investigate the tendency of the errors by determining the
statistically significant error characteristics and correcting them

accordingly.

4, Conclusion

In this paper, the results of our research on a technology to
identify the location of the crew on board a ship and display the
information on the user interface of the incident response
system in real time were presented. We expect that this
technology can be utilized in connection with computerized
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incident response systems, the use of which is increasing in
large passenger ships and naval vessels.

To effectively respond to incident situations in ships divided
into many zones and having complex internal structures, a
method combining MEMS sensors with RFID tags, which are a
conventional location recognition tool, was proposed for
location recognition of the incident response team. As the
incident response team passed through the RFID readers
installed at regular intervals, the results continuously confirmed
the technical feasibility of real-time location recognition. To this
end, in this study, a portable terminal was constructed in the
form of an embedded MEMS sensor in the radio used in a ship
with an RFID tag also attached. In addition, by connecting the
RFID reader and RF receiver to the existing Ethernet network
installed in the ship, it was possible to recognize the crew
location and display it on the user interface of the incident
response system. Thus, this crew location recognition
technology can be used without additional cost or the burden of
retrofitting the ship. However, there are still limitations in this
study because the test results did not manage to process the
gyro angle of the ship, which changes during sailing, and the
relative value of the movement gyro of the crew. There was a
statistically significant error rate on the movement distance and
the improvement measures are not presented. Therefore,
improvements and technical alternatives are required through
further research.

In addition, in case the ship's communication network is
disabled due to a fire or similar incidents, it is necessary to
consider the implementation of an uninterruptible power supply
system that can be maintained for a certain period of time or the
configuration of an ad hoc network. Apart from the function of
location recognition of the incident response team, the location
recognition technology proposed in this study is expected to
provide other services, such as location recognition of
vulnerable users that need protection and services reflecting the
personal preferences of the crew or passengers. This will be

achieved through additional complementary studies.
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